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Abstract. In recent decades extremely rapid technological advances have been seen that have changed many areas of
daily life and the business environment. These technological advances are leading to the increasing use of electronic
communications networks and cloud technologies by individuals, businesses, and organizations to provide services,
store, and manage records, especially in the electronic space. The increasing use of these links offers an unprecedented
opportunity to systematically collect and use a variety of data (including personal data) for different purposes. Infor-
mation and data collected and processed with the help of technology are used not only for the purposes of meeting
the needs of natural and legal persons but for various other reasons too. In the context of the collection and the use of
personal data, which is very widespread in business relations, ensuring the individual’s right to privacy becomes prob-
lematic, especially if the data have to be transferred to third countries outside the EU. The authors of the article provide
an example of how the case of data transfer to a third party was resolved in the Lithuanian courts. It also provides in-
sights into how data transfers to third (non-EU) countries will change according to the Standard Contractual Clauses
(SCCs), which will take effect on December 27, 2022.
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Introduction

A world where business is increasingly digital is based
on data, knowledge and networks. In it, the sale of goods
and services is not possible without intensive and accu-
rate data transmission. The term “digital economy” ad-
equately describes this change. Data, information and
knowledge are key elements of production - in a figura-
tive sense, they are the “new petroleum” of today’s world
(Possler et al., 2019). In some areas, data, information,
and knowledge are at the heart of business: this concerns
not only social networks, but also payment services, the
information technology industry, and other areas. In
today’s world, the importance of data and information-
based businesses to the economy and society is illus-
trated by the fact that out of the ten world’s wealthiest
people, there are as many as six information system-
driven business owners, and without international data
transfer there would not be an opportunity to use many

over-the-top media services which availability is essential
such as Messenger, Instagram, Gmail, WhatsApp, etc.

Letters from companies that flooded many people’s
emails after the entry into force of the GDPR in the EU
asking for permission to continue using your data are
just one of the signs that we often didn’t even know who
kept our data and for how long.

Despite the importance of data transfer between dif-
ferent legal systems (for example, the European Union
and the USA), the legal regulation of data transfer is not
straightforward. This area of data transfer is governed
by the principles of international law, human rights, and
state sovereignty, the regulatory objectives of which are
often very different: protection of private data and pri-
vacy, protection of trade secrets, intellectual property,
national security, freedom of expression, etc. Although
transatlantic data transfer has been widely written about
and debated by both EU and USA researchers (Boehm,
2013; Arenas et al., 2014) practice shows that finding a
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compromise for powerful economies such as the Euro-
pean Union and the USA is not easy on any issue, let
alone a public and national significant issue such as the
rights to protection of privacy.

Achieving a successful agreement is complicated not
only by the difficult balance of economic interests of the
contracting parties, but also by the different principles
of legal regulation of data in the European Union and
the third countries. For example, USA law is character-
ized by territorial privacy and specific rules for specific
types of data (European Commission, 1999). This means
that different legal regimes apply to different types of
data and their holders (for example, information on a
person’s expenses may be considered confidential when
it is collected by the person himself, but the same infor-
mation when it is kept by a bank is no longer protected).
The European Union regime, meanwhile, is based on one
common category of personal data (which is understood
very broadly) and their use is authorized according to
different purposes for which the data are used, e.g. per-
formance of the contract with the consent of the data
subject, etc. (Regulation (EU) 2016/679 of the European
Parliament and of the Council of 27 April 2016).

1. Differences in the regulation of personal data
protection in the EU and in third countries

For the understanding of the regulation of personal
data processing, it is important to distinguish the dif-
ferent categories of personal data processing: for law
enforcement purposes (currently regulated by Directive
2016/680), national security purposes (not covered by
European Union law), and processing of personal data
for other purposes (e.g. electronic communications ser-
vices, roaming services in the performance of commer-
cial contracts — currently governed by the General Data
Protection Regulation of the European Union, hereinaf-
ter - GDPR).

For the purpose of disclosing the subject of this study,
the legal framework for the transfer of personal data
from the European Union to the third countries, specifi-
cally regulated by the GDPR, is relevant, as it is not only
the most factually and commercially sensitive area, but,
as the current case law practices of the European Court
of Justice show, particularly problematic in legal terms
(transatlantic data flows between the European Union
and the United States are the fastest and largest in the
world, accounting for more than half of European data
transfers and about half of all US data transfers; the US
and the European Union are the main commercial part-
ners for digital services).

It is for this reason that the authors analyze in this
work the problems of data transfer to the USA as typical
for data transfer to other third countries with the help of
document analysis and comparative methodology.

In general, the right of a person to privacy is a popu-
lar topic among legal scientists. The legal doctrine states
that researchers’ interest in the protection of personal
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data in the field of intelligence and law enforcement is
influenced by information leaked to the public about
the extent of personal data collection and its (un)lawful
use. Such an assumption must be accepted in light of the
change in legal regulation and legal doctrine in the field
of personal data protection since Edward Snowden’s 2013
leaked information about US surveillance programs.

One of the popular areas of research on the right to
privacy was the relationship of the individual with the
state regarding the protection of personal data. The re-
searchers focused on the information revealed by Edward
Snowden about state surveillance measures and their re-
lationship to the right to privacy (Bauman et al., 2014).

Another popular area of research has emerged
since the ruling of the Court of Justice of the Euro-
pean Union in the Schrems case [7a], which annulled
the Safe Harbor Agreement. The topic of the protec-
tion of the right to privacy in the interaction of differ-
ent legal systems then gained wider interest. Then, the
work of scientists on the possibilities and legitimacy
of data transfer from the European Union to the USA
appeared (Lam, 2017).

Research in this area includes significant books on
the systematic analysis of legal issues in the transfer of
personal data between the European Union and the
United States (Gray & Henderson, 2017; Mcleod & Shah,
2014) analyzes the nature and essence of the tension be-
tween national security and civil liberties. Svantesson
and Klozas (2017) analyzes the cross-border data flow
regime, which is based on European Union regulatory
instruments such as GDPR, Safe Harbor and affects the
day-to-day processing of data across the Atlantic and
how they limit the scope of data transactions. This book
has helped to understand the different approaches of
European and US legal scientists to the legal regulation
of the transfer of personal data under the Safe Harbor
Agreement, which expired in 2015. Also noteworthy are
Macnish (2016), Halbert and Larsson (2015), Preibusch
(2015), Lyon (2014), Loideain (2015), Murphy (2014)
those dealt with aspects of data transmission after the
Snowden case. Hare (2016) and Frasher (2013) analyzed
the balance between data transfer and security, the dif-
ferences in data transfer policy and culture between the
EU and the USA.

Birkinshaw’s (2010) book Freedom of Information:
The Law, Practice, and the Ideal provided a broader un-
derstanding of the historical relationship of governments
to data protection and their inherent interest in accessing
personal data as a necessary requirement for public secu-
rity. Carr and Bellia’s (2017) book The Law of Electronic
Surveillance reviews the legal nature of USA federal-level
personal data collection. This book has helped to under-
stand how the surveillance mechanism works in the US
legal system.

It is worth mentioning Santanen (2019), who has
analyzed privacy issues in the context of technology de-
ployment and development, while Draper and Raymond
(2020) proposed a Draper’s Catastrophe Value Curve to
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ensure the security of corporate data as a tool to achieve
this goal.

The topic of data transfer is also popular among Lith-
uanian legal scholars. Among the dissertation relevant
works, the defended by Stankeviciaté on the topic “Regu-
lation of personal data collection in electronic space for
law enforcement and intelligence purposes” should be
mentioned (Stankeviciaté, 2020). In it, the researcher
analyzes the general and continental legal traditions of
countries and the supranational level of personal data
collection in the electronic space with the peculiarities
of the legal framework related to ensuring the right to
personal protection for law enforcement and intelligence
purposes. This paper, as well as a review of privacy in the
United States (Bignami, 2015) and the above-mentioned
books, provide a detailed analysis of USA law on the col-
lection of personal data for law enforcement and intel-
ligence purposes. However, given the subject matter of
this study, it does not contain any analysis addressing
the issues of interoperability between these different legal
systems in the context of privacy protection and possible
solutions.

With regard to the legal regulation of data transfers to
other countries, it should be noted that EU data transfers
are governed by the GDPR, which is a directly applicable
law in EU Member States.

But there is no one legal framework for the protection
of personal data in non-EU countries. In addition, regu-
lation is a dynamic process. A distinction must therefore
be made between safe and unsafe third countries. Secure
third countries are those for which the European Com-
mission has adopted an appropriate level of data protec-
tion based on an adequacy decision. In these countries,
national laws ensure a level of protection of personal
data that is similar to EU law. Third countries provid-
ing an adequate level of protection: Andorra, Argentina,
Canada (commercial organizations only), Faroe Islands,
Guernsey, Israel, the Isle of Man, Jersey, New Zealand,
Switzerland, Uruguay, Japan, the United Kingdom, and
South Korea. The transfer of data to these countries is
expressly permitted.

Thus, BDAR divides the world into two groups:

- the European Economic Area (EEA) - there are no
particular obstacles to the processing of personal
data in these countries;

- non-EEA countries, data flows outside the EEA (in-
cluding cloud services, shared access to databases,
etc.) are strictly regulated and subject to special pro-
tection mechanisms.

2. Data transfer to third parties: data protection
versus business interests

In view of international trade and cooperation, it is es-
sential these days to be able to also transmit data to third
countries.

The GDPR stipulates that personal data which are
processed or are intended to be processed following a
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transfer to a third party or an international organization
may be transferred only if the controller and the proces-
sor comply with the conditions set out in Chapter V in
accordance with other provisions of the GDPR, without
inter alia, in relation to the onward transfer of personal
data from that third state or international organization to
another third party or to another international organiza-
tion.

There is a separate Chapter V of the GDPR for regu-
lating the transfer of personal data to third parties or
international organizations. This section of the GDPR
sets out a number of autonomous means of validating
the transfer of personal data: transfer on the basis of
an adequacy decision, transfer of data with appropriate
safeguards, other conditions for the transfer of personal
data to a third party or to an international organization.
It should be noted that these grounds for the transfer of
personal data have a hierarchy (the highest - the Euro-
pean Commission’s decision on adequacy enshrined in
Article 45) and the subsequent legal basis for the transfer
of personal data can be applied only if a higher legal basis
does not exist.

Attention is drawn to the general principle that the
provisions of Chapter V of the GDPR apply in order to
ensure that the level of protection of natural persons
guaranteed by this Regulation is not undermined. The
Court of Justice of the European Union has stated that
the purpose of this provision is to ensure the continuity
of this high level of protection of personal data when
personal data are transferred to a third party, regardless
of the legal basis set out in Chapter V of the GDPR.

The concept of personal data in the electronic space
well before the entry into force of the GDPR was exam-
ined by Civilka and Slapimaité (2015); Frasher (2013).

Zaleskis (2019) analyses the legal regulation of the
GDPR as legal rules to protect individuals from the risks
posed by data processing. Zaleski’s monograph explains
the regulation of the GDPR, but does not analyse the
problems of the interaction of the GDPR with the legal
systems of third countries. Pakutinskas (2009) examined
the models of legal regulation of electronic communica-
tions, but this is not directly relevant to this study, as it
does not reveal the problems of interaction of different
legal relations.

In the presence of such legal regulation we cannot
disagree with the view that the EU must recognize that
data protection standards vary with cultural norms and
will likely have no choice but to ignore breaches of Priva-
cy Shield for the sake of economic stability (Lam, 2017).

The Schrems case was very significant in terms of the
transfer of personal data to other countries. 2020 July
16 The Court of Justice of the European Union (EC]) in
Case C-311/18 Data Protection Commissioner v Face-
book Ireland and Maximillian Schrems (known as the
“Schrems II case”) declared the EU-US privacy shield
(agreement on the transfer of personal data to the Unit-
ed States) invalid. The court questioned the extent to
which the transfer of data could be legalized under the
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European Commission’s Standard Contract Terms (SCC)
for the transfer of personal data to the United States and
worldwide. Following this court decision, data transmis-
sions to the USA cannot therefore be based on the Priva-
cy Shield. Data transfers to the USA require other guar-
antees to create an appropriate level of data protection.

Following the ruling in the Schrems case, the Europe-
an Data Protection Board issued guidelines on the trans-
fer of personal data, which set out six-step compliance
mechanisms for companies transferring data outside the
European Economic Area.

To meet current EU data protection standards, com-
panies must meet the following 6 requirements:

- Track transfers of personal data;

- Identify the personal data transmission mechanisms

used;

- Assess whether the chosen mechanisms for the
transfer of personal data are appropriate in the third
country to which the personal data will be trans-
ferred;

- Introduce additional measures to ensure the same
level of security of personal data as in the European
Economic Area;

- Take formal procedural steps to ensure that the ad-
ditional measures do not violate other formal re-
quirements;

- Carry out monitoring and surveillance.

However, such a system is completely unprofitable for
both business and private consumers, as it has placed a
very formal burden on businesses, but has in no way
increased the protection afforded to data subjects. This
means that the current legal framework does not con-
tribute to greater data protection for individual consum-
ers, but only significantly increases the business costs of
compliance.

3. Problems of privacy protection in business
relations due to the interaction of different legal
systems: Lithuanian experience

Lithuania is a member of the European Union, therefore
the regulation of GDPR is directly applied in it. As ana-
lyzed in the previous sections of this study, in the inter-
action of the European Union and other legal systems,
personal data can only be transferred in accordance with
certain rules laid down in the GDPR.

Therefore, the same legal issues that are analyzed in
the previous sections of this paper are relevant for the
protection of privacy in the electronic space in Lithuania
due to the interaction of different legal systems.

However, as in each country and legal system, the ap-
plication of specific rules also raises problems and legal
disputes in Lithuania, which, although varying in their
importance and significance, can be considered unique.
Taking into account the topic of this study, the authors in
this section seek to determine whether there have been
problems with the protection of privacy in Lithuania due
to the interaction of different legal systems.
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Prior to the entry into force of the GDPR, in the Eu-
ropean Union and Lithuania, the transfer of personal
data to third parties and organizations was regulated by
Directive 95/46. In Lithuania, it was implemented by the
Law on the Legal Protection of Personal Data of the Re-
public of Lithuania. The provision of personal data to
data recipients located in foreign countries was regulated
by Article 35 of this Law. Paragraph 5 of this Article es-
tablished a list of cases when the transfer of personal data
to a recipient to a foreign state was allowed, Paragraph
2 provided for the obligation to obtain a permit from
the State Data Protection Inspectorate for the transfer of
personal data in other cases.

Due to the legal mechanism of such transfer of per-
sonal data to third parties, during the research, the au-
thors could not find any Lithuanian court practice that
could indicate the problems of privacy protection in
the interaction of different systems. From May 2018 the
regulation of Directive 95/46 has been replaced by the
GDPR. Given that this is a directly applicable legal act
throughout the European Union, it has also entered into
force in Lithuania. Consequently, the Law on the Legal
Protection of Personal Data of the Republic of Lithu-
ania was clarified, coordinating it with the regulation of
GDPR.

Since the entry into force of the GDPR, a number of
legal disputes have already arisen in Lithuania regard-
ing the application of the GDPR regulation, but only one
problematic case can be considered relevant for the dis-
closure of the topic of this study. The Supreme Adminis-
trative Court of Lithuania in May 2020, examined a dis-
pute based on a complaint of a natural person regarding
improper processing of his personal data. The applicant
alleged that his personal data (information on maternity
and paternity benefits for his family) had been unreason-
ably transferred to public institutions of the Republic of
Belarus by the Vilnius City Municipality Administration
and the State Social Insurance Fund Board under the
Ministry of Social Security and Labor (SODRA). Thus,
in the case law of Lithuanian courts, a dispute arose re-
garding the protection of privacy in the interaction of the
Lithuanian and third country - Belarusian legal systems.

It should be noted that the transfer of personal data in
this case took place in 2017. Therefore, the case analyzed
the legal regulation relevant for that period - the Law on
the Legal Protection of Personal Data of the Republic of
Lithuania and Directive 95/46, which is implemented by
thesaid law. The defendants in this case took the position
that personal data could be transferred under bilateral
agreements between the Republic of Lithuania and the
Republic of Belarus: (I) under the Social Security Agree-
ment between the Republic of Lithuania and the Repub-
lic of Belarus and (II) the Ministry of Social Security and
Labor the Agreement on the Grant of Pensions and Ben-
efits and the Procedures for the Granting, Transfer and
Payment of Benefits, also concluded in accordance with
4t February, 1999 Agreement between the Republic of
Lithuania and the Republic of Belarus on Social Security.
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In this case, the Supreme Administrative Court of
Lithuania considered that the act of transferring personal
data to the Republic of Belarus should be considered as
processing of personal data as understood under the Law
on Legal Protection of Personal Data of the Republic of
Lithuania. The court then tried to resolve the issue of the
lawfulness of personal data transfer by applying Article
6 of the Law on Legal Protection of Personal Data of the
Republic of Lithuania, which states that “Personal data
shall be provided in the cases established by this Law in
accordance with the personal data provision agreement
concluded between the data controller and the data re-
cipient (in case of multiple supply) or at the request of
the data recipient (in case of single supply). The contract
must specify the purpose of the use of personal data, the
legal basis for the provision and receipt, the conditions,
the procedure, and the scope of the personal data to be
provided. The request shall specify the purpose for which
the personal data will be used, the legal basis for their
provision and receipt, and the scope of the personal data
requested.”

Taking into account this legal regulation, it must be
held that the Supreme Administrative Court of Lithuania
considered that the provision of personal data accord-
ing to these requests should be considered as one-time
submission requests according to the data recipient’s re-
quests under Article 6 of the Law on Legal Protection
of Personal Data. The court then agreed with the trial
court’s assessment that the recipient’s request for person-
al data must specify the details for whom the received
personal data will be used and provide a legal basis for
obtaining and processing personal data, but the requests
of the Belarusian authorities did not contain such data
(Supreme Administrative Court of Lithuania, 2020).

Thus, taking into account that (I) the agreements
concluded between the Republic of Lithuania and the
Republic of Belarus do not regulate in detail the con-
ditions and procedures for personal data transfer, such
agreements cannot be considered long-term personal
data supply agreements under Article 6 of the Law on
Legal Protection of Personal Data, and (II) the requests
received from the Belarusian authorities do not provide
a basis for obtaining and processing personal data, the
court concluded that such processing of the applicant’s
personal data (i.e. transfer to the authorities of the Re-
public of Belarus) could not be considered lawful.

First of all, the question arises regarding the qualifi-
cation of the legal basis for the transfer of personal data
chosen by the Supreme Administrative Court of Lithu-
ania. As indicated above, the transfer of personal data to
foreign countries during the performance of the dispute
actions was regulated by Article 35 of the Law on the Le-
gal Protection of Personal Data of the Republic of Lithu-
ania provisions. Article 6 of the Law on Legal Protection
of Personal Data of the Republic of Lithuania lays down
general rules on the legal basis for the provision of per-
sonal data, while Article 35 established rules applicable
to the transfer of personal data when the recipient is in a
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foreign country. Thus, Article 35 of the Law on the Legal
Protection of Personal Data of the Republic of Lithuania
provisions must be considered lex specialis to the general
rules on the provision of personal data to recipients re-
questing them. As mentioned above, according to Article
35 of the Law on Legal Protection of Personal Data of the
Republic of Lithuania personal data may be transferred
to a third party (I) with the permission of the State Data
Inspectorate (Article 35 (2)), or (II) in the presence of
one of Article 35 of the said Law part 5 conditions.

Between Article 35 of the Law on the Legal Protec-
tion of Personal Data of the Republic of Lithuania, part
5 establishes possible legal bases for the transfer of per-
sonal data to a third party that are relevant and relevant
to the dispute, such as “the provision of personal data is
necessary (or required by law) in the overriding public
interest” or “necessary to prevent or investigate criminal
offenses”

In the course of the proceedings, the defendants
learned, upon request from the Belarusian authorities,
that the applicant had sought to obtain benefits related
to the birth of a child fraudulently (by concealing infor-
mation about benefits received in Lithuania), including
in Belarus. Therefore, the defendants considered their
decision to provide information about the applicant to
the Belarusian authorities to be a legitimate act in the
public interest.

Lithuanian and Belarusian institutions, acting in ac-
cordance with the requirements of legal acts, administer
social benefits to satisfy important public interests. In
order to be able to perform these functions in accord-
ance with legal requirements (inter alia without paying
state benefits to those who are not entitled to them),
it may be objectively necessary for them to exchange
personal data in certain cases. Moreover, acts by ap-
plicants seeking to obtain benefits paid by the states on
the same basis may even be considered a criminal of-
fense or a misdemeanor (such as fraud). Therefore, tak-
ing into account the circumstances established during
the proceedings, the transfer of the applicant’s personal
data had to be considered lawful in accordance with Ar-
ticle 35 of the Law on the Legal Protection of Personal
Data of the Republic of Lithuania part 5 page 4 and/or
page 6 (in the event that the claimant’s wish to receive
benefits from two states is proven). In Lithuania, there
was a dispute over the protection of privacy, with the
interaction of the Lithuanian and foreign legal systems,
which was resolved by Lithuanian courts, even without
applying the legal basis for the transfer of personal data
to a third party and unreasonably qualifying the trans-
fer of personal data.

This case illustrates that similar problems in the
transmission of data to third parties inevitably have to be
addressed by businesses. Experience has shown that the
main issues of uncertainty for businesses are the scope
and format of the information provided to data subjects,
the control of third parties (for example, the lack of data
processing contracts in companies and the difficulty of
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finding a mutually satisfactory solution) and the chal-
lenges caused the inventory of personal data in compa-
nies’ IT systems, the setting of data retention deadlines,
and the enforcement of these deadlines.

4. Will Standard Contractual Clauses facilitate
the transfer of data to third parties?

It should be noted that the GDPR prohibits the transfer
of European personal data outside the European Union
unless adequate protection is provided for personal data
in a third country. To this end, the European Commis-
sion has adopted Standard Contractual Clauses (SCCs)
which replaced the old SCCs, approved in 2001.

The Court of Justice of the European Union (CJEU)
has annulled an agreement on the transfer of person-
al data to the US, and the European Commission has
adopted new Standard Contractual Clauses (SCCs),
which will take effect on December 27, 2022. Individu-
als who transfer personal data in the course of their ac-
tivities to third countries outside the EU on the basis of
SCCs may find it easier to relax and start preparing for
the signing of new SCCs.

The SCCs must have mechanisms in place to ensure
that:

— Third-country authorities will not have unjustified

access to European personal data;

— Data subjects will be able to claim redress for vio-
lated rights if a third party authority unreasonably
accesses personal data.

These additional requirements should help to avoid
situations where the European controller or processor,
such as e-mail archive, shall transmit all or part of the in-
formation in the archive to a company located in China
or Belarus, which shall provide access to the location of
such data in accordance with national law. To prevent
such or similar situations, several safeguards are in place
in the SCCs. For example, a data importer (recipient) es-
tablished in a third country must agree that the personal
data supervisory authorities of the European Union will
have jurisdiction over his or her activities and will be
required to cooperate. In addition, the data importer (re-
cipient) and exporter (EU-based controller or processor)
will have to assess whether the third country legislation
allows compliance with the SCC conditions according
to the duration of the contract, the nature of the data
transferred, the type of recipient, and the purpose of the
processing.

Although the SCC provides more clarity on what is
specifically taken into account when selecting a data ex-
porter’s partner from a third country, this does not pre-
clude BDAR’s individual risk assessment when the con-
troller has to assess the sensitivity of the personal data
processed.

Such uncertainty could jeopardize the rights and
freedoms of data subjects and would oblige the controller
to take the most appropriate organizational and technical
measures to avoid that risk.
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It can therefore be concluded that although the pro-
cedures for transferring data to third countries are be-
coming clearer, businesses cannot fully breathe a sigh of
relief because it is not yet clear how deep and compre-
hensive they will need to assess the third countries legal
framework.

Conclusions

The provisions of Chapter V of the GDPR, which apply
to all legal bases for the transfer of personal data to third
parties, shall have the common objective of ensuring that
the level of protection of natural persons guaranteed by
this Regulation is not undermined. The purpose of this
provision is to ensure the continuity of this high level of
protection of personal data when personal data is trans-
ferred to a third party, regardless of the legal basis set out
in Chapter V of the GDPR.

Data controllers or processors who wish to a transfer
data to third party once the Privacy Shield Agreement
has been annulled by the Court of Justice of the Europe-
an Union cannot themselves provide data subjects with
a substantially equivalent level of protection that the Eu-
ropean Union guarantees for data subjects, which could
improve the position of data subjects in relation to unre-
stricted access by the authorities of the third country to
their personal data and the mass collection of personal
data. This is confirmed by Lithuanian case law, which
shows that the main issues of business uncertainty are
the scope and format of information provided to data
subjects and the control of third parties.

An analysis of the case law of the Court of Justice of
the European Union leads to the conclusion that the ob-
ligation of electronic communications entities to retain
available traffic and location data for a specified period
is disproportionate and illegal for the prevention, detec-
tion, investigation or prosecution of criminal offenses.
This position of the court suggests that the mass and
unrestricted collection of data (even metadata and not
the content of the communication itself) and access to it
by law enforcement or intelligence authorities cannot be
considered lawful.

The GDPR shall apply to the transfer of personal
data by an economic operator established in a Member
State to another economic operator established in a third
party, provided that the authorities of that third party are
able to process such data for public security, defence, and
national security purposes. Therefore, the main challenge
for possible data transfer agreements between the Euro-
pean Union and third countries is to assess the compli-
ance of the third countries national security measures
with the GDPR.

SCCs, which will enter into force in 2022 December
27 will avoid situations where a controller or processor
operating in Europe will have to transfer information to
a company located in a third country, which will have to
grant access to such data to local authorities in accord-
ance with national law.
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